Prevalent.

Adjust third-party identity access
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Most businesses rely on third parties to operate, which often means granting third-party
employees access to systems and data. However, vendor and supplier representatives
often receive access without consideration for the risk posed by their organizations.
This disconnect between third-party identity management and company-level risk can
open the door to data breaches, compliance violations and other business disruptions.

Tune Third-Party Employee Key Benefits
Access to Com pany RiSk « Make informed identity

management decisions

by correlating risk scores
between third-party
companies and employees

SecZetta and Prevalent offer an integrated third-party identity
and risk management solution that empowers IT security
teams with contextual, risk-based access control for vendor

and supplier employees. + Respond quickly to external
threats with continuous vendor

With this integration, customers use the SecZetta Third-Party risk intelligence

Identity Risk solution to automatically set and adjust vendor . Take a simple, unified

representative access based on security incidents, exposed approach to third-party

credentials, compliance violations, and other company-level risks identity, lifecycle and risk

identified by the Prevalent Third-Party Risk Management Platform. management
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The Prevalent Third-Party Risk Vendor Info
Management Platform provides
risk insights to help IT security
teams make better informed third-

party employee access decisions.
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Learn more at www.prevalent.net and www.seczetta.com



Prevalent.

How It Works

Secure Third-Party Employee Onboarding

Third parties onboard employees in the SecZetta
solution, where administrators can also access
company-level risk scores from Prevalent. All third-
party employees inherit the same baseline score,
which can be adjusted for each individual based on
their role or other attributes. SecZetta can then pass
this data to an IAM solution for further action.

Build a Comprehensive Vendor Profile

Prevalent provides comprehensive third-party
intelligence to build authoritative company profiles,
including industry and business insights, beneficial
ownership, 4th-party relationships, and more.
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About Prevalent

Prevalent takes the pain out of third-party risk
management (TPRM). Companies use our software
and services to eliminate the security and compliance
exposures that come from working with vendors,
suppliers and other third parties. Our customers

benefit from a flexible, hybrid approach to TPRM,
where they not only gain solutions tailored to their
needs, but also realize a rapid return on investment.
Regardless of where they start, we help our
customers stop the pain, make informed decisions,
and adapt and mature their TPRM programs over

Prevalent & SecZetta

Risk Scoring & Analysis

The combined solution enables customers to quickly
gauge vendor risk impact with straightforward A
(high risk) to E (low risk) domain-level ratings.

Dynamically Adjust Access Based on
Organizational Risk

SecZetta can adjust risk scores in concert with
Prevalent risk assessment results and continuous
threat monitoring data, enabling IT security teams
to fine-tune third-party employee access as their
companies’ risk levels change.

Automated Workflow for Updating Scores

SecZetta pulls recent, company-level risk data from
Prevalent, automatically applies a risk rating to

all employees, and then dynamically adjusts each
individual’s risk score as needed.

& SecZetta

IDENTITY SOLUTIONS

Prevalent and SecZetta provide a
complete solution for third-party
identity and risk management.

About SecZetta

SecZetta is the leading provider of third-party

identity management solutions. Our solutions enable
organizations to execute risk-based identity access
and lifecycle strategies for diverse non-employee
populations. Because the solution suite is purpose-
built, it’s uniquely able to manage the complex
relationships organizations have with non-employees
in a single, easy-to-use application that simultaneously
helps facilitate commercial initiatives, support
regulatory compliance, and reduce third-party risk. For
more information, please visit www.seczetta.com
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